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Configuring underlay Network

Interface Configuration

R5 Router

Interface 'IP Address Subnet Mask
fa1/0 192.168.45.5 255.255.255.0
fa2/0 172.16.1.254 255.255.255.0
fa0/0 192.168.57.5 255.255.255.0
fa0/1 192.168.56.5 255.255.255.0

R6 Router — Internet Cloud Router

Interface IP Address Subnet Mask
fal/0 192.168.16.6 255.255.255.0
fa2/0 192.168.56.6 255.255.255.0
fa0/0 192.168.36.6 255.255.255.0
fa0/1 192.168.26.6 255.255.255.0

R7 Router — MPLS Cloud Router

Interface IP Address Subnet Mask
fal/0 192.168.17.7 255.255.255.0
fa2/0 192.168.57.7 255.255.255.0
fa0/0 192.168.37.7 255.255.255.0
fa0/1 192.168.27.7 255.255.255.0
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Task 1 — R5 Router Configuration

e Configure the Interfaces based on the Logical Diagram

e Configure OSPF as the IGP to communicate with the MPLS Cloud. Enable all the interfaces.

e Make sure OSPF only sends and receives OSPF packets on the link towards the MPLS
Cloud using the Passive-interface command.

e Configure a default route on the router towards the Internet

enable
conft
/

Hostname R5

/

Interface fa1/0

ipaddress 192.168.45.5 255.255.255.0
no shut

/

Interface fa2/0

ipaddress 172.16.1.254 255.255.255.0
no shut

/

Interface fa0/0

ipaddress 192.168.57.5 255.255.255.0
no shut

/

Interface fa0/1

ipaddress 192.168.56.5 255.255.255.0
no shut

/

router ospf 1

network 0.0.0.00.0.0.0 area 0
passive-interface default

no passive-interface fa0/0

/

iproute 0.0.0.00.0.0.0 192.168.56.6
do wr
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Task 2 — R6 Router (Internet Cloud) Configuration
e Configure the Interfaces based on the Logical Diagram

e Configure a Default Static Route. The Next Hop should point towards the IP of the
R5Router[192.168.56.5].
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Initializing the Controllers

1. Initializing vManage — CLI

Task 1 — Configuring the System Component
Configure the System parameters based on the following:

Host-name: vYMANAGE 1

Organization: XXXXXXX [Organization Name]
System-IP: 10.1.254.1

Site ID: 254

vbond Address: 172.16.1.2

Timezone: Based on the appropriate Timezone

Note: Default username/Password: admin/admin

config

/

system

host-name vMANAGE1
system-ip 10.1.254.1

site-id 254
organization-name XXXXXX
clock timezone Asia/Kolkata
vbond 172.16.1.2

/

commit

Task 2 - Configure the VPN parameters

Configure the VPN parameters based on the following:
vpn O - Interface eth1

-IP Address: 172.16.1.1/24

- Tunnel Interface

- Tunnel Services (All, NetConf, SSHD)

- Default Route: 172.16.1.254

vpn 512 - Interface ethO

- IP Address: 192.168.0.51/24
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config

/

vpn 0

no interface ethO
interface eth1
ipaddress 172.16.1.1/24
tunnel-interface
allow-service all
allow-service netconf
allow-service sshd

no shut

iproute 0.0.0.0/0172.16.1.254
/

von512
interface ethO
ip address 192.168.0.51/24

no shut
/

commit
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2. Initializing vBond - CLI

Task 1 — Configuring the System Component
Configure the System parameters based on the following:

Host-name: vBOND

Organization: XXXXXXX [Organization Name]
System-IP: 10.1.254.2

Site ID: 254

Vbond Address: 172.16.1.2

Timezone: Based on the appropriate Timezone

Note: Default username/Password: admin/admin

config
/

We're Sorry; Full Content Access is for

Members only

- Tunnel Interface
- Tunnel Services (All, NetConf, SSHD)
- Default Route: 172.16.1.254

vpn 512 - Interface ethO

- IP Address: 192.168.0.52/24
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config

vpn 0

no interface ethO
interface ge0/0
ipaddress 172.16.1.2/24
tunnel-interface
encapsulation ipsec
allow-service all
allow-service netconf
allow-service sshd

no shut

iproute 0.0.0.0/0172.16.1.254
/

vpon512
interface ethO
ip address 192.168.0.52/24

no shut
/

commit
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3. Initializing vsmart - CLI

Task 1 — Configuring the System Component
Configure the System parameters based on the following:

Host-name: vSMART1

Organization: XXXXXXX [Organization Name]
System-IP: 10.1.254.3

Site ID: 254
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config
/

vpn 0

no interface ethO
interface eth1
ipaddress 172.16.1.3/24
tunnel-interface
allow-service all
allow-service netconf
allow-service sshd

no shut
iproute 0.0.0.0/0172.16.1.254
/

von512
interface ethO
ip address 192.168.0.53/24

no shut
/

commit
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Installing Enterprise Certificate Server
(Windows 2008 server)

Task 1 - Configure the Interfaces

First Ethernet Interface:
IP Address: 192.168.0.54
Subnet Mask: 255.255.255.0

Third Ethernet Interface:

IP Address: 172.16.1.4

Subnet Mask: 255.255.255.0
Default Gateway: 172.16.1.254

Task 2 - Configure the Timezone and Time

Configure the appropriate Timezone and Date/Time on the Windows Server.
(Date/Time should be exactly same as on controllers - very important)

Task 3 - Installing the Enterprise Root Certificate Server

Step1:

Open server Manager -> Roles -> Add Roles -> Select the "Active Directory Certificate

Services" and click Next

Step2:
Step3:
Step4:
Step5:
Stepé:
Step7:
Step8:
Step9:

Select "Certification Authority Web Enrolment" and click Next
Leave it as Standalone and click Next

Leave it as Root CA and click Next

Leave "Create a new private key" and click Next

Leave the default for the Cryptography for CA and click Next
Set the Common name as NETTECH-CA and click Next

Leave the default for the Validity Period and click Next

Click Install
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E._ Server Manager

[0 x|
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= Roles

Manager (SRY)
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¥ eyt Add Roles Wizard
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&5 storage Select Role Services

(%) Roles: 0of 17instal  Before You Begin T NS ST TeTeE
Server Roles Role services: Description:
ADCS Certification Authority Web Enrollment
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Task 1 - Organization name & vBond Address

» Loginto the vManage from the Server by browsing to https://192.168.0.51:8443 using a
username of admin and a password of admin.

» Navigate to Administration -> Settings

» Click Edit on the Organization name and set it to Your Organization Name. Confirm the
Organization name. Click OK.

» Click Edit on the vBond address and change it to 172.16.1.2 Confirm and click OK

Cisco vManage

B3 DASHBOARD | MAIN DASHBOARD

10 @ Warning
_ ) ) Reboot 0 N nld 1
@ vamart-0 e WAN Edge-0 @ vBond - 0 @ Manage- 1 Las 2t

Control Status (Total 0) Site Health (Total 0) Transport Interface Distribution

=

Control Up 0 @ Full WAN Connectivity Osites < 10Mbps 0
10 Mbps - 100 Mbps
Partial WAN Connectivity 0 sites 100 Mbps - 500 Mbps

Administration
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Task 2 - Configure Controller Certificate Authorization as Enterprise Root

Cisco vManage

- I&" ADMINISTRATION | SETTINGS I

Organization Name - View | Edit
& vBond 172.16.1.2: 12346 View | Edit
A Email Notifications Disabled View | Edit
(] . 5 3
= Hardware WAN Edge Certificate Authorization Onbox View | Edit
an

Controller Certificate Authorization Cisco
i N - N

Certificate Signing by:  (_) Cisco Automated (Recommended) () Symantec Automated () Manual @ Enterprise Root Certificate

Certificate B selectafile

Task 3 - Download and Install Enterprise Root Certificate

Log in to windows 2008 server machine

Open Google Chrome and browse to http://192.168.0.54/certsrv
Click “Download Root Certificate”.

Select “Base 64”.

Click “Download CA Certificate”.

Microsoft Active Directory Certificate Services — NETTECH-CA

Download a CA Certificate, Certificate Chain, or CRL

YVVVVYY

To trust certificates issued from this certification authority, install this CA certificate.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [NETTECH-CA] ~
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» Open Explorer and navigate to the downloads folder.

» Change the name of the Downloaded file “Certnew” to “RootCert”.
> Openthe “RootCert.cer” file using Notepad.

» Copy using CTRL-A and CTRL-C.

8 RootCert - Notepad

File Edit Format View Help

Select Al

Right to left Reading order
Show Unicode control characters
Insert Unicode control character  #

Open IME

Recanversion

We're Sorry; Full Content Access is for

Members only

INettech [@ENE]

A Passion to See You at the Top WWW.netteChC|0ud.C0m




16

&% ADMINISTRATION | SETTINGS

Controller Certificate Authorization Cisco

Certificate Signing by: (T} Cisco Automated (Recommended) () Symantec Automated () Manual (@) Enterprise Root Certificate

Certificate

—-BEGIN CERTIFICATE—

MIIDBTCCAe2gAWIBAGIQYYKFCYNwb450n0LEB70i/ DANBgkghkiGIwOBAQUFADAV
MRMwEQYDVQODEWpORVRURUNILUNBMB4XDTIXMDQwNzA4MzMyOVoXDTIZMDOWNZAS
NDMyN1owFTETMBEGATUEAXMKTkVUVEVDSC1DQTCCASIwDQYJKoZIhveNAQEBBQAD
ggEPADCCAQoCggEBAKT XQbFpLEVVXS2WzZ13rAAVwWZjetEqQbicvaShZD/nexz2c
MypT5EuuYi0ZgORz10+Y0dYeoaJnBVbS60220QK99PbUNhUM7pbfkahjd3+IKHN]
/x19fdvhMLtRM6J04+10iCYhYEQ46UDLLUJJS3EZfBYRITGWWZutzUZRBgXeQK50
eUAjZdbaviBoAuGzFLTyvSIbveMasOvV TVOmM4FNbnTNG/prmpd 04BEQQilY 7ZXBxe
YyWxinvCHegPZfOVVI1B02Zq0Hjfgh7 G3FuxKGUEBI3brTQicUNFmXg6Bck00ZAX7
1TA6eRQTRJWAOUBIlAVh+3M7Y+36ILoRicFEIVOCAWEAAaNRMESwWCwYDVROPBAQD
AgGGMABGATUJEWEB/ wQFMAMBAfBWHQYDVROOBBYEFLJDzRr3quiCmboYviyWCUgX
JURFMBAGCSsGAQQEgjcVAQQDAGEAMADGCSqGSIb3DQEBBQUAAAIBAQAZ AYOVWTL3
BEWH9dPYOODqQa8eox%aEe+Blss7+V+vGk3gggiSkiwLXwaNQBzkH30DWg4lYqgy
0gur23ZHLW.JIrD8qGeeLPGIdLAXRjJIKTHypWvPba+tR2e9iD+qC7xG+Kd AvgL
BRyx7OMEg4hi79HjDVU4sudFbeeHOPwa3MDTMf1RegWmFI+MY7HzvwLKPq4ApJXD
W/FP67NCCee5UwytgCSFE620x10G5GEzpx5VnzacGlotZ7fwjUUsiPFgzpMxX3bw

rxFsrLYKBKhgTZVhaUKfleNIDejMZ70excutkl124Be9wTnzIRx7STRKTq42MUhe
W AARAPW IZha

= ADMINISTRATION | SETTINGS

Set CSR Properties
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Task 4 - Generate a CSR for vManage

» Navigate to Configuration -> Certificates -> Controllers -> vManage -> Generate CSR
» It will open a window with the CSR. Copy by using CTRL-A and CTRL-C.

ﬂ CONFIGURATION | CERTIFICATES % Install Certificate
WAN Edge List

» Send to vBond

00¢

Q Search Options v Total Rows: 1

Controller Type Certificate Serial

7 N/A vManage VMANAGE1 10.1.254.1 1 No certificate installed - 19ec5..  Sync

View CSR
View Certificate

Generate CSR

Reset RSA

Invalidate
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